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CH : 1 

 

1. Technology (IT risk) & Data related risk. 

 

2. Risk Management strategies. 

 

3. Enterprise Risk Management (Benefits & Framework)  

 

4. IT controls (IT General Controls & Application controls). 

 

6. Five Components of Internal controls. 

 

7. Risk & controls for specific business processes:  

• Human Resource 

• Order to cash (O2C) 

• Inventory 

 

8. Computer related offences. 

 

9. SPDI definition, applicability, non-applicability, inclusions under 

sensitive personal data. 
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CH : 2 

 

1. Define Front-end and back-end software and why separate front-end 

& back-end software needed. 

 

2. Some of the questions auditors ask during an ERP audit. 

 

3. Risk and controls of ERP.  

 

 

4. Important Modules - 

➢  Customer relationship module 

➢  Controlling module 

➢  HR module 

➢  Material management module 

 

5. RBAC & XBRL.  

 

6. Data Analytics topic. 

 

7. MIS – Management Information System 

 

8. Different software for accounting and tax compliance. 
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CH : 4 [PART-1] 

 

1. Some e-markets & e-commerce business models. 

 

2. Components of E-Commerce. 

 

3. Cyber Security Risk & principles help in addressing cyber security risk. 

 

4. Forces behind e-commerce revolution. 

 

5. Digital payments. 

 

    Just Review: Advantages & Disadvantages of E-business/E-commerce. 

 

 

CH : 4 [PART-2] 

 

1. Virtualisation (Application areas & Types).  

 

2. Grid (Benefits & Grid computing security). 

 

3. Mobile Computing. 

 

4. BYOD. 

 

5. Artificial intelligence & Machine Learning. 

 

6. Blockchain. (AMENDMENT)  
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CH : 5 (Imp Ch.) 

 

1. Key modules of CBS 

 

2. CBS IT Environment (Types of Servers in CBS)  

 

3. Technology components CBS (Network & Application security). 

 

4. Risk associated with CBS. 

 

5. Security policy & IT controls in banks. 

 

6. CASA, MORTGAGE LOAN & TREASURY PROCESS (Including Risk & 

Controls). 

 

7. Short note on BASEL III norms. 

 

8. Prevention of money laundering. 
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CH : 3 

 

1. RAM vs ROM & Primary memory vs Secondary memory. 

 

2. Activities executed by OS (Operating system). 

 

3. Advantages & Disadvantages of DBMS 

 

4. Network & Communication. (Full Imp.) 

 

5. Physical access control. 

 

6. Logical access control.   

 

7. Management control framework 

• Top management control 

• Programming management control 

• Data resource management control 

 

8. Application control framework 

• Boundary control 

• Communication control 

• Database control 

• Output control 

 

7. Tools of IS Audit. 

 

8. Types of Database models. 

 

9. Auditing Systems Development Management Controls (concurrent, 

post-implementation, general audit). 

 

10. Data warehouse. 

 

11. Steps involves in data mining. 
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